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41 CFR Ch. 102 (7–1–14 Edition) § 102–192.65 

§ 102–192.65 What features must our fi-
nance systems have to keep track of 
mail costs? 

All agencies must have an account-
able system for making postage pay-
ments; that is, a system that allocates 
postage expenses at the program level 
within the agency and then makes pro-
gram level managers accountable for 
obligating and tracking those expenses. 
The agency will have to determine the 
appropriate program level for this re-
quirement, because the level at which 
it is cost-beneficial differs widely. The 
agency’s finance system(s) should 
track all mail costs separately to the 
program level or below, and should— 

(a) Show allocations and expenses for 
postage and all other mail costs (e.g., 
payments to service providers, mail 
center personnel costs, mail center 
overhead, etc.) separate from all other 
administrative expenses; 

(b) Allow mail centers to establish 
systems to charge their customers for 
mail costs; and 

(c) Identify and charge mail costs 
that are part of printing contracts to 
the program level. 

NOTE TO § 102–192.65: To better accomplish 
these goals listed in this section, you should 
maintain separate accounts with the USPS 
and all other service providers for mail, as 
defined by this part. Shipment of non-mail 
items should be arranged and paid for 
through other accounts. This will make it 
possible for your annual mail management 
report to reflect only amounts paid for mail, 
as defined in § 102–192.35. 

Subpart C—Security Requirements 
for All Agencies 

§ 102–192.70 What security policies and 
plans must we have? 

(a) You must have a written mail se-
curity policy that applies throughout 
the agency. 

(b) You also must have a written 
mail security plan for each facility 
that processes mail, regardless of the 
facility’s mail volume. 

(c) If a contract that is in place on 
August 25, 2008 does not fully meet the 
requirements of this section, the con-
tract must be modified to meet the re-
quirement for a security plan within 
one year of August 25, 2008, unless the 
contract will expire prior to that date. 

(d) The scope and level of detail of 
each facility mail security plan should 
be commensurate with the size and re-
sponsibilities of each facility. For 
small facilities, you may provide a gen-
eral, standardized plan that is used in 
many similar locations. For larger lo-
cations, you must develop a plan that 
is specifically tailored to the threats 
and risks at your location. Agencies 
are free to determine for themselves 
which facilities are ‘‘smaller’’ and 
which are ‘‘larger’’ for the purposes of 
this section, so long as the basic re-
quirement for a security plan is met at 
every facility. 

(e) All mail facility managers should 
report annually the status of their fa-
cility mail security plans to agency 
headquarters. At a minimum, this re-
port should assure that the facility 
mail security plan complies with the 
requirements of this part, including an-
nual review by a subject matter expert 
and regular rehearsal of responses to 
various emergency situations by facil-
ity personnel. 

(f) An outside security professional 
who has expertise in mail center secu-
rity should review the agency’s mail 
security plan annually. Review of facil-
ity mail security plans can be accom-
plished by outside subject matter ex-
perts such as agency security per-
sonnel. If these experts are not avail-
able within your agency, seek assist-
ance from the Postal Inspection Serv-
ice or other Federal authorities. 

§ 102–192.75 Why must we have writ-
ten security policies and plans? 

All Federal mail programs must 
identify, prioritize, and coordinate the 
protection of all mail processing facili-
ties in order to prevent, deter, and 
mitigate the effects of deliberate ef-
forts to destroy, incapacitate, or ex-
ploit the mail center or the national 
mail infrastructure. Homeland Secu-
rity Presidential Directive HSPD–7 re-
quires all agencies to protect key re-
sources from terrorist attacks, and this 
is spelled out in the Postal and Ship-
ping Sector Plan, which is part of the 
National Infrastructure Protection 
Plan (NIPP) prescribed by HSPD–7. All 
Federal mail centers are key resources 
under that plan. Details on the Postal 
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